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Book review: “Fighting Computer Crime” written by Donn B. Parker.

Author feels that too much of the data security field concentrates on technical answers to the problems of reliability, integrity, and availability of data, and doesn't pay sufficient attention to those people who are deliberately out to read, steal, or ruin your information and systems.

Chapter one's emphasis on the dangers and lack of protection would seem more inclined to incite further panic, rather than a realistic and measured response. Personally, I find it rather ironic that he defines "crimoids,"in chapter one, as minor events promoted too much higher significance by the media, and public misperceptions. In the non-specialist realm, more people spend more time worrying about "hackers" than ever back up their drives. Some of the most memorable lessons:

· Even best most sophisticated, super-intelligent controls are inefficient without user cooperation;

· No law is broken for possession (and even distribution as freeware) of tools (programs) to commit cyber crime, only when proven of their use someone can be legally charged;

· Use common sense, expertise of professional trusted organizations; analyze similar circumstances from other organizations and keep on improving information security.

Chapter two is an interesting and useful examination of an often-unasked question in the field: what is the nature of the information we are supposedly securing? There are interesting points here, such as that CIA (confidentiality, integrity and availability) isn’t an adequate description of security. Some of the most memorable lessons:

Information need to safeguard with all its characteristics such as –

Availability, utility, integrity, authenticity, confidentiality, possession, quantity, location, timelines, subject, effect, meaning, legal representation by appropriate kind, form, medium and version.

The review of cyber crime, in chapter three, has more reference to journalism and other forms of fiction than to reality. He made me think more about psychology and criminals than about technical details. Author spends hundreds of pages describing crackers he’s known (although he often describes them as hackers, but always as criminals) attempting to show who these people are. All this stories make this book interesting to read and learn from. Movies to watch -

Hackers, Sneakers, Net, War Games, Metropolis, Jurassic Park.

Computer misuse and abuse is discussed in chapter four. Some important things to remember:

Data diddling – putting false data into computers;

Virus- a specific malicious code that replicates itself and inserts copies or new versions of itself in another programs for even further infection of computer system;

Emergence of new macro, encrypted and polymorphic viruses;

Trojan Horse attacks accomplished by secretly inserting malicious computer codes with Internets cookies and other normally accepted programs by unsuspected users;

Bomb attacks start when certain criteria met;

Trapdoor abuses result from programming errors exploited by criminals.

Network misuse is covered in chapter five, which includes my favorite example- “salami attacks”. Other noteworthy examples:

Authenticity and integrity attacks on web sites;

Pornography and cyber stalking;

IP and Web Spoofing ;

Spamming, flooding, pinging and denying service;

Sniffing attacks to obtain logon passwords;

Identity theft and LANarchy;

E-mail spoofing and passive hacking by “spiked” web sites;

Automated crimes.

Chapter six is extremely strong in portraying a realistic and broadly based analysis of characteristics of computer criminals. SKRAM stands for skills, knowledge, resources, authority and motives. Kinds of criminals: pranksters, hackers, malicious hackers, personal problem solvers, career criminals, extreme advocates, malcontents, addicts and irrational incompetent people. They may use social engineering techniques to gather secret info without even touching computer by:

Baiting, name-dropping, bulletin-board reading, reading initial logon screens, mixing fact and fiction, exaggerating and lying, asserting authority (pulling rank), impersonation, intimidation, threatening, shocking, scorning, browbeating, belittling, aggravating, exhausting, praising, sympathizing, flattering, aggrandizing, persistently calling false alarms, engaging in conspiracy, displaying artifacts, enticing and sexually attracting, eliciting loyalty, gathering intelligence.

A similarly informed and balanced approach distinguishes chapter seven, regarding hacker culture. Major points: competitive intellectual challenges, sharing insider expertise to anyone willing to comprehend, justifying irresponsible behavior and/or damage in cyber world, thrill seekers, use pseudonyms (handles), created their own conferences, conventions and clubs, promote software piracy, idealistic security experts in their field. 

Chapter eight is a very helpful first step for those wanting to deal in the art of computer security. Requirements to get position is Information Security: high level of integrity, strong ethical value, constantly expanding professional skills, able to participate in various numbers of Security Conferences, be likable social person, well rounded education across different academic fields, focused and flexible in business practices and approach, persistent and clear in communicating IS values and needs to top management.

Chapter nine reviews the deficiencies in most current security practices, noting overprotection in some areas while ignoring loopholes in others, and a flowery jargon that serves mostly to hide the fact that security people just don't feel very comfortable with what is going on. GASP- generally accepted system security principles. COBIT- control objectives for information and related technology framework. Orange book- trusted computer system evaluation criteria from US military agency.

Unfortunately, author new model of security, in chapter ten, while it is very clear and useful, does not cover recent work in electronic commerce. On the one hand, this congruence does support the model, but on the other, one can't really say it is too novel. New security framework model incorporates 6 parts:

· the foundation elements or characteristics to be preserved;

· the sources of loss of these characteristics;

· the losses;

· the safeguard functions to protect information from losses;

· the methods of safeguard selection;

· the objectives to be achieved by information security.

The popular, but demonstrably incomplete, risk assessment study is de-emphasized in favor of a more difficult, but more realistic, baseline security standard in chapter eleven.

Details on how to conduct such a study are very helpfully given in chapter twelve, although the benchmark chart is going to be much harder to come by than is made clear in the text. The implementation plan should always include details about when, how and by whom the newly selected controls are to be implemented or the current controls modified.  The implementation effort typically requires a broad-based team approach, with a staff of information security artisans implementing the generally applicable controls, and individual information owners and system administrators throughout the organization implementing the local controls.  

Chapter thirteen provides a practical and useful set of criteria for determining control objectives. Information security must protect against accidental losses as well as those that are intentionally inflicted.  By considering all threats to be intentional, we also guard against the unintentional ones.  The author suggests the use of elements to identify and select control objectives by presenting a sample of due care control objectives for each of the six elements (availability, utility, integrity, etc.).  Then he shifts to concentrate on how to use the guides to the control principles by raising the ‘twelve questions’.  Controls will only be effective if we carefully design, deploy, and maintain them using the 27 guides the author discussed in this section.  .intentionally inflicted.  By considering all threats to be intentional, we also guard against the unintentional ones.  The author suggests the use of elements to identify and select control objectives by presenting a sample of due care control objectives for each of the six elements (availability, utility, integrity, etc.).  Then he shifts to concentrate on how to use the guides to the control principles by raising the ‘twelve questions’.  Controls will only be effective if we carefully design, deploy, and maintain them using the 27 guides the author discussed in this section.  

A number of security tactics are detailed in chapter fourteen. It is clear that achieving the Holy Grail of perfect security is fruitless.  Every commercial operating system, whether it is a version of UNIX or Microsoft Windows, contains bugs or undocumented programmer “conveniences,” and each bug or informal code is potential security vulnerability.  Any program to reduce vulnerability to social engineering should focus on creating personal motivation and awareness to resist it.

Chapter fifteen takes the larger strategic view with the inclusion of a section on corporate ethics. User confidence that information will be where it is needed, when it is needed, in complete, proprietary, valid and useful form provides the strategic value for successful security.  People are fundamentally flawed.  Therefore, absence of an ethics program in an organization is a gross security deficiency, and fails to meet a standard of due care, because many organizations have them.  Ethics is rooted in the cultures of organizations, and we need to understand the cultures to effectively promote and advance ethical values. 

Management of security, in chapter sixteen, includes provisions for training, policy, and other factors. The size, talents and location of an information security unit depend largely on the nature, culture, location and size of the organization that is serves.  Today we see many information security units with combined technical and administrative responsibilities located at a relatively low level in the IT unit.  The unit often reports to a manager who reports to the chief information officer.  Whatever the reporting structure, information security units tend to be heavily staffed with IT specialists because of the intense need to build security into complex information systems and networks.  Then the author presents an outline of his suggested methodology for managing information security indirectly through managers of information users and IT administrators and coordinators throughout the organization. It is important for all products acquired by or developed in an organization to adhere to an established level of due care security, particularly as LANs, workstations, networks and their various connections proliferate in distributed computing environments.  We can ensure that products comply with our security requirements by restricting purchase to the latest approved products available from reputable manufacturers.

 Chapter seventeen finishes off with a look to the future. End users will rely on the service vendors for security, rather than trusting the security of the Internet as a whole. The IS providers will use technical safeguards such as cryptology, authentication of user identity, digital signatures and other new technologies to make controls eclectic, transparent to end users, unpredictable to violators and automated.

All together book focuses more on psychology and social engineering than on actual technical information. It does, however, include small sections on topics such as biometrics, authentication, cryptography and "information anarchy."
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